PIPELINE Project

Competency Model for Information Technology
Occupation: Security Analyst

Employer-Specific Occupation-Specific

A d Top-Requested Industry
Reqwrements Competenaes

Credentials
Certified Information Systems

Firewall Penetration Testing Security Professional (CISSP)
Linux Network Access Control Certificated Information
Cyber Security (NAC) Systems Auditor (CISA)
Security Information  Intrusion Detection Certified Industry Security
and Event Risk Assessment Management (CISM)
Management (SIEM)  Transmission Control Certified Ethical Hacker (CEH)
UNIX Protocol (TCP/IP) GIAC Certified Incident
Intrusion Prevention ~ Disaster Recovery Handler (GCIH)

System (IPS) Security Engineering and

Administration

Network Security

Industry-Sector Technical Competencies

Forensics and o . Disaster |  Security . Application
Investigations Communication, Identity, Recovery, | Engineering Security Security
. Systems, Access Business and Assessment
Asset Security | Network Security | Management L ) and Testing Data
Continuity' Operations Security
Industry-Wide Technical Competencies
Principles of | Databases Networks,  Software User and Digital Risk Mgmt.,
. Telecom, | Development - . Security and
Information and - Customer | Mediaand |Compliance .
Technolo Apolicati Wireless & and Support | Visualizati Information
9y | Applications Mobility ' Management PP isuatization Assurance

Personal Effectiveness Competencies

Interpersonal " Adaptability .
Skills and Integrity Professionalism Initiative Dependability d L|felo.ng
and Reliability an Learning
Teamwork Flexibility

Based on: Information Technology Competency Model Employment and Training Administration, United
States Department of Labor, September 2012.



